PRÁCTICA 4 
(BORJA SALGADO SOTELO 34631303L)

Nos encontramos con un escaneo inicial en el que podemos ver que la máquina externa solamente tiene conexión con el firewall pero no con alguna de las máquinas de dentro (DMZ o Dentro).
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Ahora luego de configurar el túnel en firewall3 y en fuera, volvemos a comprobar el nmap, primero nos aseguramos de que estén activos los servicios de openvpn-server@server y openvpn-client@client en las dos máquinas correspondientes:
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Al realizar el nmap esta vez si va ha haber conexión puesto que existe un túnel privado vpn que conecta las máquinas internas detrás del firewall con la de fuera.
[bookmark: _GoBack]Posteriormente realizando las configuraciones de shorewall y reactivando el servicio podemos ver que el nmap sigue funcionando correctamente.
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root@fuera:™# nmap -T4 10.10.10.11

Starting Nmap 7.80 ( https://nmap.org ) at 2023-11-12 18:24 CET

Note: Host seems doun. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 TP address (0 hosts up) scanned in 2.20 seconds

root@fuera:# nmap -T4 10.20.20.22

Starting Nmap 7.80 ( https://nmap.org ) at 2023-11-12 18:25 CET

Note: Host seems doun. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 TP address (0 hosts up) scanned in 2.32 seconds

root@fuera:™# nmap -T4 193.147.87.47

Starting Nmap 7.80 ( https://nmap.org ) at 2023-11-12 18:25 CET

Nmap scan report for fireuall3.cda.net (193.147.87.47)

Host is up (0.00011s latency)

Not shoun: 987 closed ports

PORT STATE SERVICE
21stcp open ftp
22/tcp open ssh
23/tcp open telnet
25/tcp open smtp
53/tcp open  domain
79/tcp open finger
80stcp  open  http
110/tcp open  pop3
143/tcp open  imap
533/tcp open  imaps
535/tcp open  pop3s
3260/tcp open  iscsi
3306/tcp open  mysol

MAC Address: 08:00:27:66:

166 (Dracle VirtualBox virtual NIC)

Nmap done: 1 TP address (1 host up) scanned in 0.28 seconds
rootefuera: ¥
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Loaded: loaded (/lib/systemd/system/openvpn-server@.service; disabled;
Active: active (running) since Sun 2023-11-12 19:44:18 CET; 5s ago
Docs: man:openvpn(8)
o https://community.openvpn.net/openvpn/wiki/Openvpn24ManPage
https://community.openvpn.net/openvpn/wiki/HOWTO
B Main PID: 4234 (openvpn)
Firefox Status: "Initialization Sequence Completed”
Tasks: 1 (limit: 506)
Memory: 1.0M
CPU: Oms
CGroup: /system.slice/system-openvpn\x2dserver.slice/openvpn-server@serve
L4234 /usr/sbin/openvpn --status /run/openvpn-server/status-serve

12 19:
12 19
12 19

8 firewall3.cda.net openvpn[4234]: net addr ptp v4 add: 10.30.30.
8 firewall3.cda.net openvpn[4234]: net route v4 add: 10.30.30.0/2
8 firewall3.cda.net openvpn[4234]: Could not determine IPv4/IPv6
12 19:44:18 firewall3.cda.net openvpn[4234]: Socket Buffers: R=[212992->212
12 19 8 firewall3.cda.net openvpn[4234]: UDPv4 link local (bound): [AF |
12 19 8 firewall3.cda.net openvpn[4234]: UDPv4 link remote: [AF UNSPEC]
12 19 8 firewall3.cda.net openvpn[4234]: MULTI: multi init called 5
12 19:44:18 firewall3.cda.net openvpn[4234]: IFCONFIG POOL IPv4: base=10.30
19 8 firewall3.cda.net openvpn[4234]: IFCONFIG POOL LIST
19 8 firewall3.cda.net openvpn[4234]: Initialization Sequence Complefl
(
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o openvpn-client@client.service - OpenVPN tunnel for client
Loaded: loaded (/1ib/systemd/system/openvpn-client@.service; disabled;

active (running) since Sun 2023-11-12 19:44:43 CET; 37s ago
man:openvpn(8)
https://community.openvpn.net/openvpn/wiki/Openvpn24ManPage
https://community.openvpn.net/openvpn/wiki/HOWTO
2630 (openvpn)
"Initialization Sequence Completed"
1 (limit: 506)
2.4M

17ms

/system.slice/system-openvpn\x2dclient.slice/openvpn-client@clie]
L2630 /usr/sbin/openvpn --suppress-timestamps --nobind --config

:43 fuera openvpn[2630]: net route v4 best gw query: dst 0.0.0.0
143 openvpn[2630] : net_route v4 best gw result: via 193.147]
43 openvpn[2630] : ROUTE GATEWAY 193.147.87.1/255.255.255.6)
43 openvpn[2630] : TUN/TAP device tun@ opened

143 openvpn[2630] : net iface mtu set: mtu 1560 for tun®

43 openvpn[2636] : net iface up: set tun® up

43 openvpn[2630] : net addr ptp v4 add: 10.30.30.6 peer 10
43 openvpn[2630] : net route v4 add: 10.30.30.1/32 via 10.3
143 openvpn[2630] : WARNING: this configuration may cache paj
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