PRÁCTICA 3: ZONAS DESMILITARIZADAS
(BORJA SALGADO SOTELO 34631303L)
1. PREPARACIÓN DEL ENTORNO.
a. Deshabilitamos la configuración preexistente de iptables en la máquina FIREWALL3: 
iptables –F
iptables –Z
iptables –P INPUT ACCEPT
iptables –P OUTPUT ACCEPT
iptables –P FORWARD ACCEPT
A continuación habilitamos la redirección de tráfico en la máquina FIREWALL3:
nano /etc/sysctl.conf -> una vez dentro descomentamos la línea de net.ipv4.ip_forward=1.
Por último comprobamos y hacemos escaneo de las máquinas del ejercicio:
ESCANEO FUERA:[image: ]
Vemos que la única máquina visible es la de FIREWALL3 y que las otras dos (DENTRO y DMZ) fallan.
ESCANEO DENTRO:
[image: ]
ESCANEO DMZ:[image: ][image: ]
ESCANEO FIREWALL3: [image: ]
[image: ][image: ]
Vemos que desde la máquina de la red externa, fuera, hacia dentro y dmz no da  ningún resultado, ya que se utilizan direcciones de rangos privados en la Internet pública. Fuera no tiene acceso ni a dentro ni a dmz porque en este caso no esta establecida en fuera una ruta por defeco que le indique cómo llegar a las máquinas internas.
2. PASOS A SEGUIR.
Primero de todo copiamos los ficheros de configuración de three-interfaces en el directorio de configuración de Shorewall:
cd /etc/shorewall
cp /usr/share/doc/shorewall/examples/three-interfaces/* .
Una vez copiado, pasamos a configurar las zonas en el archivo de configuración /etc/shorewall/zones:[image: ]
A continuación las interfaces en /etc/shorewall/interfaces:[image: ]
Definiremos ahora el enmascaramiento en /etc/shorewall/snat:[image: ]
Ahora definimos las políticas en /etc/shorewall/policy, luego las reglas en /etc/shorewall/rules y finalmente iniciamos el shorewall con:
systemctl start shorewall
[image: ]
[image: ]
[image: ]

TAREA 2:
a) En el archivo policy vemos que hemos permitido el acceso desde la DMZ a la red interna para el tráfico MySQL con la línea –> dmz 	       fuera           ACCEPT.
A su vez en rules, tenemos una regla específica para esto, vemos que permitimos específicamente el acceso al puerto 3306 (generalmente el de MySQL) desde la DMZ a la red interna ->  ACCEPT	dmz	fuera	tcp	3306.

b)[image: ]
Vemos que en el conjunto de reglas iptables hay una que permite el acceso de DMZ al servidor MySQL de la red interna.
[bookmark: _GoBack]TAREA 3: [image: ][image: ][image: ]
Haciendo eso en el FIREWALL3 nos saldrían mensajes constantes con una palabra que se repite en todas: REJECT, esto es porque no se permite casi ningún tipo de tráfico de salida.
[image: ][image: ][image: ]
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root@dmz:“# nmap -T4 10.20.20.1

Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-26 15:04 CEST
Nmap scan report for firewalld.cda.net (10.20.20.1)

Host is up (0.00011s latency)

Not shoun: 987 closed ports

PORT STATE SERVICE

21stcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open  domain

79/tcp open finger

80stcp  open  http

110/tcp open  pop3

143/tcp open  imap

533/tcp open  imaps

535/tcp open  pop3s

3260/tcp open  iscsi

3306/tcp open  mysol

MAC Address: 08:00:27:55:55:55 (Oracle VirtualBox virtual NIC)

Nmap done: 1 TP address (1 host up) scanned in 0.29 seconds
rootadnz: “#
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root@f irewall3:™# nmap -T4 10.20.20.22

Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-26 15:06 CEST
Nmap scan report for dmz.cda.net (10.20.20.22

Host is up (0.00075s latency)

Not shoun: 987 closed ports

PORT STATE SERVICE

21stcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open  domain

79/tcp open finger

80stcp  open  http

110/tcp open  pop3

143/tcp open  imap

533/tcp open  imaps

535/tcp open  pop3s

3260/tcp open  iscsi

3306/tcp open  mysol

MAC Address: 08:00:27:22:22:22 (Oracle VirtualBox virtual NIC)

Nmap done: 1 TP address (1 host up) scanned in 0.16 seconds
rontefirewalld:™# _
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root@firewall3:™# nmap -T4 10.10.10.11

Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-26 15:06 CEST
Nmap scan report for dentro.cda.net (10.10.10.11)

Host is up (0.0001ds latency)

Not shoun: 987 closed ports

PORT STATE SERVICE

21stcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open  domain

79/tcp open finger

80stcp  open  http

110/tcp open  pop3

143/tcp open  imap

533/tcp open  imaps

535/tcp open  pop3s

3260/tcp open  iscsi

3306/tcp open  mysol

MAC Address: 08:00:27:11:11:11 (Oracle VirtualBox virtual NIC)

Nmap done: 1 TP address (1 host up) scanned in 0.16 seconds
rootefirewalld: ¥
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root@firewall3:™# nmap -T4 193.147.87.33

Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-26 15:05 CEST
Nmap scan report for fuera (193.147.87.33

Host is up (0.00013s latency)

Not shoun: 987 closed ports

PORT STATE SERVICE

21stcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open  domain

79/tcp open finger

80stcp  open  http

110/tcp open  pop3

143/tcp open  imap

533/tcp open  imaps

535/tcp open  pop3s

3260/tcp open  iscsi

3306/tcp open  mysol

MAC Address: 08:00:27:33:33:33 (Oracle VirtualBox virtual NIC)

Nmap done: 1 TP address (1 host up) scanned in 0.15 seconds
rootefirewalld: ¥
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Shorewall - Sample Zones File for three-interface canfiguration.
Copyright (C) 2006-2015 by the Shorewall Team

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Softuare Foundation; either
version 2.1 of the License, or (at your option) any later version

]
]
]
]
]
]
]
]
]
]

e
# For information about entries in this file, tupe
R R R R R R RN RN R R RN R AR R AR R RN,

See the file README.txt for further details.

man shorewall-zones

#20NE  TYPE  OPTIONS N ouT
] OPTIONS OPTIONS
fu firewall

fuera  ipvd
dentra  ipvd
dnz ipvd

dir
Anteponer

Respaldar fichero
Navegar

Formato Mac
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Shorewall - Sample Interfaces File for three-interface configuration.
Copyright (C) 2006-2017 by the Shorewall Team

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Softuare Foundation; either
version 2.1 of the License, or (at your option) any later version

See the file README.txt for further details.

e
# For information about entries in this file, tupe

man shorewall-interfaces

R R R R R R R R RN R RN R AR R AR R AR AR RN,
FORMAT 2

R R R R R RN RN AR AR R AR AR AR,
#20NE  INTERFACE OPTIONS

fuera  enp0s3

dentro  enp0s3

dnz enpose

dir
Anteponer

Respaldar fichero
Navegar

Formato Mac
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shorewall - Sample SNAT/Masgueradee File for three-interface configuration.
Copyright (C) 2006-2017 by the Shorewall Team

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Softuare Foundation; either
version 2.1 of the License, or (at your option) any later version

See the file README.txt for further details.

CIE R R R AR A e A A e e

# For information about entries in this file, tupe
]

# See http://shoreuall.net/manpages/shoreuall-snat.html for more information

R R R R R R R R R R R R R R R R R AR AR AR ]

#ACTION SOURCE DEST FROTO  PORT  IPSEC  WARK  USEH

]

# Rules generated from masq file /home/teastepsshorewall/trunk/Shorewall/Samples/three-interfaces/m}
¢

MASQUERADE 10.10.10.0/24 enpos3

MASQUERADE 10.20.20.0/24 enpos3

man shorewall-snat

Deshacer
Rehacer

Ayuda
salir

Guardar Buscar i Cortar i Ejecutar Ubicacien
Leer fich. B Reemplazar M Pegar Justificar @ 1 a linea
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shorewall - Sample Policy File for three-interface configuration.
Copyright (C) 2006-2015 by the Shorewall Team

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Softuare Foundation; either
version 2.1 of the License, or (at your option) any later version

]
]
]
]
]
]
]
]
]
]

e
# For information about entries in this file, tupe
R R R R R R R R R RN R RN R AR R AR AR AR,

See the file README.txt for further details.

man shorewall-policy

#30URCE DEST FOLICY LOGLEVEL RATE  CONNLIMIT
dentro all DROP

fuera  all DROP info

dnz all DROP

# THE FOLLOWING POLICY MUST BE LAST

all all REJECT info

dir
Anteponer

Respaldar fichero
Navegar

Formato Mac
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] Don't allow connection pickup from the net

?nvalm(DRDP) fuera all tep

: ACcept DNS connections from the firewall to the Internet

;NS(AEEEPT) 3FH fuera

:

] Accept SSH connections from the local netuork to the firewall and DMZ
:SH(AEEEPT) dentro SFH

SSH(ACCEPT) dentro dmz

: DHZ DNS access to the Internet

;NS(AEEEPT) dnz fuera

# Drop Ping from the "bad" net zone.

Ping(DROPII  fuera sFH

#

# Make ping work bi-directionally between the dmz, net, Firewall and local zone

# (assumes that the loc-> net policy is ACCEPT).

#

Ping (ACCEPT) dentro W

Ping (ACCEPT) dmz W

Ping (ACCEPT) dentro dmz

Ping (ACCEPT) dmz dentro

Ping (ACCEPT) dmz fuera
Ayuda Guardar Buscar Cortar Ejecutar Ubicacidn Deshacer
Salir Leer fich. Reemplazar Pegar Justificar Ir a linea Rehacer
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# Accept SSH connections from the local network to the firewall and DMZ

root@firewalld: /etc/shoreuall# shorewall start
Compiling using Shorewall 5.2.3.4.
Processing /etc/shorewall/params .
Processing /etc/shorewallsshorewall.conf. ..
Loading Modules. ..

Compiling /etc/shorewall/zones. ..

Compiling /etc/shorewall/interfaces. ..
Determining Hosts in Zones...

Locating Action Files...

Compiling /etc/shorewall/policy. ..
Compiling TCP Flags filtering

Compiling Kernel Route Filtering...
Compiling Martian Logging. ..

Compiling /etcsshorewall/snat. ..

Compiling MAC Filtration -- Phase ...
Compiling /etc/shorewall/rules. ..
Compiling /etc/shorewall/conntrack
Compiling MAC Filtration -- Phase 2...
Applying Policies...

Generating Rule Matrix...

Optimizing Ruleset
Creating iptables-restore input...

Compiling /etc/shorewall/stoppedrules. ..

Shorewall configuration compiled to /var/libsshorewall/.start
starting shoreuall....
Initializing...

Setting up Route Filtering
Setting up Martian Logging
Preparing iptables-restore input.

Running /shin/iptables-restore --wait 60...
IPv4 Forwarding Enabled

done.
rootefirewalla:

etc/shorewall¥
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# See what it is
#
if tupe $1 2> sdev/null | fgrep -o 'is a function's then
#
# It's a shell function - call it
#
0
else
fatal_error "1 is not a known shell function”
i
else
usage 1
i

version)
[ $# -ne 1] 82 usage 2
echo $SHOREWALL _VERSION
status=0

info)
[ $# -ne 1] 82 usage 2
info_command

help)
[ -ne 1] aa usage 2
usage 0

w0
usage 2

esac

exit sstatus

rootef ireuall3: /etc/shoreuall# cd

rootefirewalld:"# cat /var/libsshorewall/.start | grep "dport 3306"

- dnz-dentro -s 10.20.20.22 -d 10.10.10.11 -p 6 --dport 3306 -j ACCEPT
rootef ireuall3: “#
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root@fuera:™# nmap -T4 193.147.87.47 10.10.10.11 10.20.20.22
Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-26 22:04 CEST
Nmap scan report for firewall3.cda.net (193.147.87.47)

Host is up (0.011s latency).

Not shown: 995 filtered ports

PORT  STATE SERVICE

z2/tcp open  ssh

25/tcp open  smtp

80/tcp open  http

110/tcp open  pop3

443/tcp closed https

MAC Address: 08:00:27:66:66:66 (Oracle VirtualBox virtual NIC)

Nmap done: 3 TP addresses (1 host up) scanned in 7.60 seconds
rootefuera: ¥
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root@dmz:"# nmap -T4 193.147.87.33 10.10.10.11 10.20.20.1
Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-26 22:05 CEST
Nmap scan report for fuera (193.147.87.33)

Host is up (0.0019s latency).

Not shown: 998 filtered ports

PORT  STATE SERVICE

25/tcp open  smtp

53/tcp open  domain

Nmap scan report for dentro.cda.net (10.10.10.11)
Host is up (0.0017s latency).

Not shown: 999 filtered ports

PORT STATE SERVICE

3306/tcp open  mysol

Nmap scan report for firewall3.cda.net (10.20.20.1)

Host is up (0.0011s latency).

ALL 1000 scanned ports on firewall3.cda.net (10.20.20.1) are filtered
MAC Address: 08:00:27:55:55:55 (Oracle VirtualBox virtual NIC)

Nmap done: 3 TP addresses (3 hosts up) scanned in 32.87 seconds
rootadnz: “#
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root@dentro:™# nmap -T4 193.147.87.33 10.20.20.22 10.10.10.1
Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-26 22:07 CEST
Nmap scan report for fuera (193.147.87.33

Host is up (0.0018s latency).

Not shoun: 996 filtered ports

PORT  STATE SERVICE

z2/tcp open ssh

53/tcp open  domain

80/tcp open  http

443/tcp closed https

Nmap scan report for dmz.cda.net (10.20.20.22
Host is up (0.0018s latency).

Not shown: 995 filtered ports

PORT  STATE SERVICE

z2/tcp open  ssh

25/tcp open  smtp

80/tcp open  http

110/tcp open  pop3

443/tcp closed https

Nmap scan report for firewall3.cda.net (10.10.10.1)

Host is up (0.00099s latency)

Not shown: 999 filtered ports

PORT  STATE SERVICE

22/tcp open  ssh

MAC Address: 08:00:27:44:44:44 (Oracle VirtualBox virtual NIC

Nmap done: 3 TP addresses (3 hosts up) scanned in 11.15 seconds
rootadentro: ¥
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root@fuera:™# nmap -T4 193.147.87.47 10.10.10.11 10.20.20.22
Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-26 22:04 CEST
Nmap scan report for firewall3.cda.net (193.147.87.47)

Host is up (0.011s latency).

Not shown: 995 filtered ports

PORT  STATE SERVICE

z2/tcp open  ssh

25/tcp open  smtp

80/tcp open  http

110/tcp open  pop3

443/tcp closed https

MAC Address: 08:00:27:66:66:66 (Oracle VirtualBox virtual NIC)

Nmap done: 3 TP addresses (1 host up) scanned in 7.60 seconds

root@fuera:“# tcptraceroute 193.147.87.47 80

selected device enpos3, address 193.147.87.33, port 36143 for outgoing packets
Tracing the path to 193.147.87.47 on TCP port 80 (http), 30 hops max

1 firewall3.cda.net (193.147.87.47) 1.478 ms 1.186 ms 0.348 ms

2 firewall3.cda.net (193.147.67.47) [open] 1.879 ms 1.187 ms 0.898 ms
root@fuera: ¥
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root@dentro:™# ssh usuario@193.147.87.33

The authenticity of host '193.147.87.33 (193.147.67.33)' can't be established
ECDSA key fingerprint is SHAZSS:2KESCSKACORZFNvZU2FULSCUZFRORataDI0xU22kS0
fAre you sure you want to continue connecting (yes/no/[fingerprint])? y

Please type 'yes', 'no' or the fingerprint: yes

Warning: Permanently added '193.147.87.33' (ECDSA) to the list of knoun hosts
usuari08193.147.67.33's passuord:
Linux fuera 5.10.0-23-amdg4 #1 SMP Debian 5.10.173-1 (2023-05-12) XB6_64

The programs included with the Debian GNU/Linux system are free softuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/«/copuright.

Debian GNU/Linux comes with ABSOLUTELY NO HARRANTY, to the extent
permitted by applicable law.

Last login: Fri Jul 14 19:45:20 2023

usuarin@fuera: s




image21.png
root@fuera:“# who

ront iyl 2023-10-26 13:59

usuario pts/0 2023-10-26 22:10 (193.147.87.47)
root@fuera:™# netstat -at

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address state
tcp 0 00.0.0.0:iscsi-target  0.0.0.0:k LISTEN
tcp 0 00.0.0. 0.0.0.0:% LISTEN
tcp 0 00.0.0. 0.0.0.0:% LISTEN
tcp 0 00.0.0. 0.0.0.0:% LISTEN
tcp 0 00.0.0. 0.0.0.0:% LISTEN
tcp 0 00.0.0.0:finger 0.0.0.0:% LISTEN
tcp 0 00.0.0.0:2224 0.0.0.0:% LISTEN
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root@fuera:™# [ 20.019096] 11:58:37.030432 timesync vgsvcTimeSyncHorker

: -7 188 214 081 000ns (GuestNow=1 698 321 517 029 388 0
[ 1068.197356] hrtimer: interrupt took 15130 ns

root@fuera:™# nmap -T4 193.147.87.47

Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-26 14:54 CEST
Nmap scan report for firewall3.cda.net (193.147.87.47)

Host is up (0.00010s latency)

Not shoun: 987 closed ports

PORT STATE SERVICE
21stcp open ftp
22/tcp open ssh
23/tcp open telnet
25/tcp open smtp
53/tcp open  domain
79/tcp open finger
80stcp  open  http
110/tcp open  pop3
143/tcp open  imap
533/tcp open  imaps
535/tcp open  pop3s
3260/tcp open  iscsi
3306/tcp open  mysol

MAC Address: 08:00:27:66:

166 (Dracle VirtualBox virtual NIC)

Nmap done: 1 TP address (1 host up) scanned in 0.52 seconds
root@fuera:“# namp -T4 10.10.10.11

-bash: namp: orden no encontrada

root@fuera:“# nmap -T4 10.10.10.11

Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-26 14:55 CEST

Radical guest time change

Note: Host seems doun. If it is really up, but hlocking our ping probes, try -Pn

Nmap done: 1 TP address (0 hosts up) scanned in 2.13 seconds
root@fuera:# nmap -T4 10.20.20.22
Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-26 14:55 CEST

Note: Host seems doun. If it is really up, but hlocking our ping probes, try -Pn

Nmap done: 1 TP address (0 hosts up) scanned in 2.24 seconds
rootefuera: ¥
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root@dentro:™# nmap -T4 193.147.87.33

Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-26 15:02 CEST
Note: Host seems doun. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 TP address (0 hosts up) scanned in 2.08 seconds
root@dentro:“# nmap -T4 10.20.20.22

Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-26 15:02 CEST
Nmap scan report for dmz.cda.net (10.20.20.22

Host is up (0.00045s latency)

Not shoun: 987 closed ports

PORT STATE SERVICE

21stcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open  domain

79/tcp open finger

80stcp  open  http

110/tcp open  pop3

143/tcp open  imap

533/tcp open  imaps

535/tcp open  pop3s

3260/tcp open  iscsi

3306/tcp open  mysol

Nmap done: 1 TP address (1 host up) scanned in 0.17 seconds
rootadentro: ¥
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root@dentro:™# nmap -T4 10.10.10.1

Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-26 15:03 CEST
Nmap scan report for firewalld.cda.net (10.10.10.1)

Host is up (0.00013s latency)

Not shoun: 987 closed ports

PORT STATE SERVICE

21stcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open  domain

79/tcp open finger

80stcp  open  http

110/tcp open  pop3

143/tcp open  imap

533/tcp open  imaps

535/tcp open  pop3s

3260/tcp open  iscsi

3306/tcp open  mysol

MAC Address: 08:00:27:44:44:44 (Oracle VirtualBox virtual NIC)

Nmap done: 1 TP address (1 host up) scanned in 0.17 seconds
rootadentro: ¥
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root@dmz:“# nmap -T4 193.147.87.33

Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-26 15:03 CEST
Note: Host seems doun. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (0 hosts up) scanned in 2.29 seconds
root@dnz: “# nmap ~T4 10.10.10.11

Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-26 15:04 CEST
Nmap scan report for dentro.cda.net (10.10.10.11)

Host is up (0.00026s latency)

Not shoun: 987 closed ports

PORT STATE SERVICE

21stcp open ftp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open  domain

79/tcp open finger

80stcp  open  http

110/tcp open  pop3

143/tcp open  imap

533/tcp open  imaps

535/tcp open  pop3s

3260/tcp open  iscsi

3306/tcp open  mysol

Nmap done: 1 TP address (1 host up) scanned in 0.41 seconds
rootadnz: “#




